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Vulnerability Title 

 

Package Name: Oracle Enterprise Manager 

Date: 1st February 2010 

Affected Versions: Oracle Database 11g Release 1 (11.1.0.6.0) for Microsoft Windows 

 
 

CVE Reference CVE-2011-0876 
Author MWR InfoSecurity 
Severity Medium 
Local/Remote Remote 
Vulnerability Class SQL Injection 

Impact 
An attacker exploiting this vulnerability could gain access to read or 
modify data contained within the database. 

Vendor URL http://www.oracle.com 

Vendor Response 
An updated CPU has been released.  
http://www.oracle.com/technetwork/topics/security/cpujuly2011-
313328.html 

Exploit Details 
Included 

Yes. 

Affected OS 
The Windows version was tested but all versions are believed to be 
vulnerable to this attack. 

 
 
Overview: 

An SQL injection vulnerability has been discovered in the latest version of Oracle 
Database 11g as of January 20th 2010. 
 
Impact: 

An attacker exploiting this vulnerability could gain access to read or modify data 
contained within the database. 
 
Cause: 

The vulnerability arises because of the lack of input validation being performed 
against user supplied data within the Enterprise Manager. 
 
Interim Workaround: 

No known work around is available. 
 
Solution: 

Install the July 2011 CPU. 
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1 Detailed Vulnerability Description 

 
1.1 Introduction 

The Oracle Enterprise Manager is a web based interface for maintaining and 
managing Oracle databases, and is described on the vendor’s website as: 
 
‚Oracle Enterprise Manager 11g provides a single, integrated solution for testing, 
deploying, operating, monitoring, diagnosing, and resolving problems in today’s 
complex IT environments. It delivers enhanced manageability and automation for 
your grid across both Oracle and non-Oracle technologies to reduce the cost of 
managing today’s modern data centers.‛ 
 

 
1.2 Technical Background 

The vulnerability exists due to a lack of input validation from external users which 
will allow a malicious user to attack the Enterprise Manager (EM) application and run 
arbitrary SQL against the database. This can provide a user the opportunity to modify 
or glean potentially sensitive information as well as other potential attack scenarios, 
dependant on the specific customer user and database permissions. 

 
 
1.3 Exploit Information 

In order to exploit this vulnerability, an attacker would need to be a user of 
Enterprise Manager or gain access in some other way. This would provide access to 
the vulnerable interface whereby it would then be possible to execute arbitrary SQL 
requests via the search feature of the searchSQLs page. 
 
The following URL is vulnerable to this issue: 

 
https://target:1158/em/console/database/instance/searchSQLs?target=pentest&type=oracle_database&tabNum=0 

 

By adding arbitrary SQL in to the ‘filter attribute’ section, it is possible to modify the 
SQL that will be run within the database and craft a user controlled request, allowing 
for the injection of arbitrary SQL statements.  
 
The following screenshot shows the vulnerable page in question: 
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Under normal circumstances, an SQL statement such as the following will be created 
and run on the database: 

 
SELECT  SQL_ID, SQL_FULLTEXT, PLAN_HASH_VALUE, PARSING_SCHEMA_NAME, ELAPSED_TIME, ACTION 
FROM V$SQL WHERE UPPER(SQL_TEXT) LIKE '176768’ ORDER BY ELAPSED_TIME DESC 

 
However, due to the lack of input validation it is possible to change this request to 
be potentially more malicious. The following example shows this: 

 
SELECT  SQL_ID, SQL_FULLTEXT, PLAN_HASH_VALUE, PARSING_SCHEMA_NAME, ELAPSED_TIME, ACTION 
FROM V$SQL WHERE UPPER(SQL_TEXT) LIKE '176768' UNION ALL SELECT 
PASSWORD,TO_CLOB('A'),1,SPARE4,1,NAME FROM SYS.USER$--%' ORDER BY ELAPSED_TIME DESC 

 

 
 
This request will instead of returning SQL cursor data, which is the original intention, 
will return the username, password hash and salted hash of all users contained 
within the sys.user$ table. The output of this arbitrary request is shown in the 
following screenshot: (hashes have been masked for privacy reasons) 
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As can be see, the name, password and spare4 values from sys.users$ table has been 
returned rather than the originally intended cursor cache data. 
 
It would then be possible to modify this request to perform other actions, including 
the execution of stored procedures which could allow for command execution, the 
gathering of potentially sensitive client data as well as the modification of 
information stored within the database. 
 
 
 
Dependencies 

For this vulnerability to be exploited, it is a requirement that a user has permissions 
to access the Enterprise Manager. Depending on user account used to connect to the 
database, limitations on the type of information that can be exposed via this issue 
will vary however this attack could be used to perform unintended requests against 
other areas of the database and as such should be treated as serious.  
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Recommendations 

A full solution will require remedial action by the vendor. It is expected that this will 
entail amendments to the software such that user input is verified to ensure that 
potentially dangerous SQL can’t be submitted to the application and special 
characters, such as ‘’,$,;’ are filtered. It is also advised that a white-list approach 
should be taken when dealing with user input to ensure that only safe values are 
passed in to the application.  

 
In addition to input validation, parameterised database queries are an effective 
countermeasure to SQL injection attacks. Parameterised queries ensure the data is 
treated literally, rather than being interpreted as part of the SQL query. Data used in 
SQL queries should always encapsulated by quote marks, even if it is numeric. If 
data is not enclosed in quote marks, it is directly part of the SQL query itself and 
allows SQL injection without the use of quote marks (which may otherwise be 
correctly escaped by the application). 
 
Stored procedures can also be used to help prevent SQL injection. They are also very 
useful for limiting database privileges for each different query made. This makes 
them a useful tool. 

 

 
 
 



 Error! No text of specified style in document. 

2010-11-12  Page 8 of 8 
© MWR InfoSecurity 2010  Security Advisory 

 

MWR InfoSecurity 
St. Clement House 

1-3 Alencon Link 
Basingstoke, RG21 7SB 

Tel: +44 (0)1256 300920 
Fax: +44 (0)1256 844083 

mwrinfosecurity.com 


