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1 HP Quality Center Login Bypass Vulnerability

Package Name:

HP Quality Center

Date:

2008-03-17

Affected Versions:

9.0,9.2

CVE Reference

CVE-2009-0116

Author

R. van Boom

Severity High

Local/Remote Remote

Vulnerability Class | Authentication Bypass

Vendor URL http://h50281.www5.hp.com/software/index.html
Version 9.0,9.2

Vendor Response

Vendor released patch number 29 for HP QC v. 9.0.
Vendor released patch number 15 for HP QC v. 9.2.

Exploit Details

Included ves
O\N.ASP. A7 - Broken Authentication and Session Management
Designation

Web Application
Language

ActiveX/Java

Overview:

Multiple session management problems were identified in the HP Quality Center. As
a result, it was possible to obtain unauthenticated access to the administrative

console.

Impact:

Anyone with the ability to access the administrative login page can obtain access to
the administrative area of the web facing application and obtain full privileges.

Administrative access allows the creation of new users, assigning users to projects
and running basic SQL queries on the database, potentially disclosing sensitive

information.
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Cause:

This vulnerability results from the application code’s implicit trust in client side
validation and authorisation controls. The code relies on the client to restrict
unauthorised users from restricted areas. By subverting these client controls, an
attacker could gain administrative access to the application.

Solution:

For HP Mercury Quality Center version 9.0, ensure that patch number 29 has been
applied.

For HP Mercury Quality Center version 9.2, ensure that patch number 15 has been
applied.

Registered HP Quality Center users can download patches from the following
website:-

www.hp.com/managementsoftware/services

2008-09-26 40f14
© MWR InfoSecurity MWR InfoSecurity Advisory


http://www.hp.com/managementsoftware/services

Detailed Vulnerability Description

MWR QINFOSECURHY

2 Detailed Vulnerability Description

2.1 Introduction

The HP Quality Center is a package aimed at aiding the process of automated
software testing and quality control. It utilises a web-based interface that allows users
to:

share project related information

run scheduled tests

view project status information

various other similar related software testing tasks

Administrative users on the system have the ability to:
add users to the system
assign users to projects
change user passwords
create new projects
run simple SQL queries on the database servers
manipulate database server connection strings
various other administrative tasks on the system

Research has revealed that unauthenticated access can be gained into the
administrative area, using an arbitrary user name and password. In practice, the
password can be left blank.

Access is then granted to the intruder as an additional user with a new session. The
user is referred to as ‘additional” as the rogue session does not appear to be
associated with any existing valid user.

2.2 Technical Background

The first time a user visits the HP Quality Center server page, the client downloads a
large amount of files to the client’s machine. These files include ActiveX controls
(.OCX), .NET DLL files, and an assortment of other files that are beyond the scope of
this document.

During use of the application, the client software performs a significant amount of
processing and has significant responsibility for user access and session authenticity.
The vulnerability arises from this trust which the server accords the client
application.
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2.3 Exploit Information

Detailed Vulnerability Description

The method discussed here requires the use of a process debugger such as Olly Dbg.
Olly Dbg is freely available on the Internet and can be found at:

http://www.ollydbg.de/

The following flow diagram provides an overview of the flow of information during
the login process of the application:-

Send Life-check
(Client Request 1)

A

Receive Response
(Server Response 1)

Response
Received?

Yes

4

No-»|

Server not
available
Return to login
page

Send User Credentials
Valid Username and Password: Client Request 2
Invalid Username and Password: Client Request 3
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More detail about this exchange is given below, with the different elements labelled
as per the flow diagram.

When a valid user logs on to the server, the client first sends a ‘life check’ request to
the server. The server then responds:

<<Cient Request 1>>

GET / sabin/servlet/tdsiteadni nservlet HTTP/ 1.0

Content - Type: text/htm; charset=UTF-8

X-TD-1 D: 5CD507CBA30A867D65FCOC21503F6B9118C0D604CAECT C4533D3D04 CF8DBEOF1
User - Agent: TeanSoft W nlnet Conponent

Host: exanpl e_host

Pr oxy- Connecti on: Keep-Alive

Pragma: no-cache

<<Server Response 1>>

HTTP/ 1.1 200 OK

Connection: close

Date: Fri, 14 Mar 2008 21:02:31 GVII

Server: Mcrosoft-11S/6.0

X- Power ed- By: ASP. NET

X- Power ed-By: Servlet 2.4; JBoss-4.0.2 (build: CVSTag=JBoss_4 0_2
dat e=200505022023) / Tontat-5. 5

Cont ent - Type: text/htnl ;charset=I SO 8859-1

<font col or="green">
<p>Site Admin - servlet is up and runni ng!</p>
</font>

Next, the client sends the user credentials. In the example below, the server responds
with a positive message, indicating that the user has tendered valid credentials to log
on to the application:

<<Cient request 2>>

POST / sabin/servl et/tdsiteadmn nservl et/ TDAPI _Gener al WebTr eat ment HTTP/ 1. 0
Content - Type: text/htm; charset=UTF-8

X-TD- 1 D: 9FOE7F81F930399D3B1C91D53B98169E1B8383694C73E032E9F4D798BIDOABE7
User - Agent: TeanSoft W nlnet Conponent

Host: exanpl e_host

Proxy- Connecti on: Keep-Alive

Pragma: no-cache

Cont ent - Lengt h: 325

{

0: "0:conststr:Login",
1: "0:int:2",

2: "0:int:-1",

3: "0:int:-1",

4

: 100000083\ 0: conststr:{

user _nane: " X?X?2X?X?X",

passwor d: \ 0000002A\ ENRCRYPTEDxX X! xxx! xxx! xxx! xxx! xxx! xxx! xxx!,
clienttype: "SiteAdm n"

\ 00000013\ 0: const st r : X?X2X2X?X?,
"65536: str: 0",

“0: pint: 0",

“0: pint: 0",

“0: pint : 0"

TTOERIE e 5
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<<Server Response 2>>

HTTP/ 1.1 200 K

Connection: close

Date: Fri, 14 Mar 2008 21:02:32 GVl

Server: Mcrosoft-11S/6.0

X- Power ed- By: ASP. NET

X- Power ed-By: Servlet 2.4; JBoss-4.0.2 (build: CvSTag=JBoss_4_0_ 2
dat e=200505022023) / Tontat - 5. 5

Cont ent - Type: application/octet-stream

<R 174, X- TD- | D= B45CA04D3816225C1A6B05169DEIB4B301F1C2C544D97 A68EADAED1AOAAL49A3>
0:100000023\ 28: str: {
LOG N_SESSI ON_| D: 14584

:"0: pint:14584",

:"0: pi nt: 300000",

:"0: pi nt: 36000000",

-1 00000011\ 10: str: exanpl e_sql server,
"0rstr: ",

:"0:pint: 0"

YOO~ WNPRPY

It should be noted that in these examples all system specific information has been
obscured for security reasons. All X-TD-ID fields have also been generated for the
purposes of this example.

When an invalid username and password are supplied, the first two packets in the
sequence are exactly the same as above. So, for simplicity, only the last two packets
are shown here:

<<Cient request 3>>

POST / sabin/servl et/tdsiteadmnm nservl et/ TDAPI _Gener al WebTr eat ment HTTP/ 1.0
Cont ent - Type: text/htnl; charset=UTF-8

X-TD- |1 D: 6E6D34377B29451DAC5CF69EB655E77F153A2AD6F2DF1082447240B27643B60D
User - Agent: TeanSoft W nlnet Conponent

Host: exanpl e_host

Proxy- Connecti on: Keep-Alive

Pragma: no-cache

Cont ent - Lengt h: 273

"0: conststr:Login",
"0:int:2",

"0:int:-1",

"0:int:-1",

: A\ 0000004F\ O0: conststr:{
user _nane: "Batnman",
password: "",

clienttype: "SiteAdm n"

DWNE ™

\ 00000013\ 0: cONSt St 1 : X2X2X2X?X,
"65536: str: 0",

“0: pint: 0",

“0: pint: 0",

“0: pint : 0"

@ Hie gt 5
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<<Server response 3>>

HTTP/ 1.1 200 K

Connection: close

Date: Fri, 14 Mar 2008 21:15:41 GVI

Server: Mcrosoft-11S/6.0

X- Power ed- By: ASP. NET

X- Power ed-By: Servlet 2.4; JBoss-4.0.2 (build: CVSTag=JBoss_4_0_2
dat e=200505022023) / Tontat-5. 5

Content - Type: application/octet-stream

<R, 3097, X- TD- | D= 5BBD1BDB980208794EEE6D0B841A8126364D05F1EA3FEQ77D2D74C822C2509B2>{
0:"1:str:0",

1:"0:pint:0",

2:"0:pint:0",

3:"0: pint:0",

4:\00000011\ 10: str: sdccsdsq05,

5:100000b8b\ 2946: str: Aut hentication failed. Verify your user nane and

passwor d[ ERR_SEP] Messages:

Aut hentication failed. Verify your user name and password;

Error Code: 1004

Stack Trace:

com nercury. opt ane. core. sessi on. Cl nval i dCredenti al sExcepti on: Authentication fail ed.
Verify your user name and password

at

com nercury.td. saserver. api .| ogi cs. CTdUser Logi c. aut hent i cat eUser Agai nst TdDB( CTdUser L
ogi c.java: 1191)

at

com nercury.td.saserver. api. | ogi cs. CTdUser Logi c. checkUser Passwor d( CTdUser Logi c. j ava:
1122)

The response in blue above shows the error message returned by the server when
invalid credentials are supplied. The rest of the message contains a long stack trace,
which is not relevant to this discussion.

This error message from the server causes the client to throw an exception and bring
up the following error message:

(. 4 Authentication Failed. Yerify vour user name and password,
N

However, an attacker can prevent this exception from being thrown, by modifying
the code that executes in memory. If this exception is not thrown, access is granted
to the application.

To prevent the exception from being thrown, an attacker would follow these steps:

1. Navigate to the Administration login page for the target server:
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[

Quality Center - Administration

User Mame: |5pi|:|erman |

Passwaord: | |

2. Click on "Login" once and receive the "Authentication Failed" error message. This
step is needed to ensure that the DLL called "webclient.dll" is loaded into the
memory of the Internet Explorer process.

3. Run Olly Dbg and attach to the process "iexplore.exe" (this process name may
differ, depending on the version of Internet Explorer in use). Olly Dbg will show error
messages which state that some DLLs in the process have entry points outside the
code. This is because these DLLs, (such as "webclient.dll"), are protected by a
product called AsPack. Simply click "OK" for all of these errors.

4. Once the process is fully disassembled and loaded into Olly Dbg, open the
"Executable Modules" window and select the file called "webclient.dll".

[2 Executable modules E”E”Z|
Basze Size Enty| Hame File welPath =

EADYOREE| BEE3Z3E8E0| SADY UsThems | 6.88. 290 C:~WIHDOWS~swstenId2~UnTheme.dl L
TrCEOEEE| BBEE3EaE| FrCy VERSION |5.1.2681 C:~WINDOWS~swsten32~UERSIOM. L1
r20Z208EE | BEEE9EEEH| 7202 wdmaud LI Cz=WIHOOWS~swstemn3d2~wdmaud. drw

A7 1308868 BEEAFBEE 87 2: WEBCLI™1| 9.2.8. 4 C:~PROGREA™ 1 ~COMMON™ 1 ~MERCUR™ 1~QUALIT 1~WEBCLI™1.0OLL
404FHEEH | BEHEZEEE| 4053 WINHTTE [5.1. Cz~WINDOOWS~swstemI32~WINHTTR.dl 1

42C10866) BAECFAEE| 42C] WINIHET |7.86.&581 C:~WINDOWS~swstem32~WINIHNET. L1

TEE40E86 | BAEZ0B8E8E8 | FEE4 WINMH 5.1, 2681 C:~WINDOWS~swsten32~WIMMH. L L

FIEAREEE| AAE26HEE| F3AE winspool| 5. 1. 2681 Cr<WINDOWNS~system32~winspool.drw

TECI0BEE| BEEZEADD| FECI WinTrust|5.131.21 Ca~WINDOWS~systemI2~NinTrust.dl 1

TEFEHEER| BEEZCHAEE| FaFEg WLOAP3Z | 5.1. 2681 C:~WIHDOWS~swsten32~WLOAP32. 1L —
T1AABEER| BEEEZ3EEE) F1AR WS2HELFP | 5.1. 2681 C:~WIHDOWS~swstemI32~WS2HELF. L1

C1ABAEARE] ARE]ERE] FIHE wes 22 e 2 . -, S gl

£

o

This opens the disassembly for "webclient.dll".

5. Search for referenced text, and the string "Your Quality Center Session has been
disconnected", and double click the reference that is found.
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EY Text strings referenced in WEBCLI-1:CODE

Detailed Vulnerability Description

Address |Dizassembly Text string FN
G3EEE0EA| ASCII "Sher™, B T
B3E550ES| MOU EDH, WEBCLIY1.835556E94 ASCII "SmolkallasHereManSher'™

BIEEEES4| ASCII "Smo lkallasHereton"™

B3E55EA4| ASCII ""Sher™, @

B3E5EFFE| MOV ERX, WEBCLI™1.83EEEFES ASCII "Hs: Hs™

B3ESEFES| ASCII "XHs: Hs™,8 =
HIEEF184| HECII ":", A

BEEEYIET| MOU EDR, WEBCLI™1.82E57262 RSCII "™Your Muality Center session has been disconnected. Con
BIEEF2@2| HSCIT "Your Buality Cen™ 7

HIEET212

HECII "ter sessicon has ™

6. Double clicking the string found above will display the following lines of code:

BZEEF1I92]] « SB45 FC MOU ERE, DWORD PTR_S5: LEBF-41 A
B3557195|] « ES_B2DDOF9FF  |CALL WEBCLI™1.834F4F4C

B355719A|] . 33C8 HOR ERX, EHX

BIEEF19C)|] . 55 PUSH EBP

B2EEFI90)) . 68 F2FP155A2 | PUSH WEBCLI™1.B35E71FR

BIEEFIAZ|] . 64:FF38 FUSH DWORD PTR FS: [EAM]

B3EEFIAS|] - 6412928 MOU DWORD PTR F5:L[EAXI,ESP

B2EEFIRS| « SSDE TEST EER,.EER

B35571AA|] .~74 38 JE SHORT WEBCLI™1.8355710C

B3E57IAC|] - S1FE 35848456 CHP EER, SEA4B8435

BIEEFIEZ|] . an JME SHORT WEBCLI™1.@35571C1

BIEEF1B4)] . 2045 FC LEA ERX,OWORD PTR S5:[CEEFP-41

B3EEFIBY | . BRA B3F2E5AS | MOU EDR, WEBCLI™1.B3EE7Z2EE ASCII "Your GQualitu
B2EEFIBC|] . E2 2309F9FF | CALL WEBCLI™1.@34F4Bd44

B3EEFICL| » 53 FUSH EBX

B3EEFICZ|] « &R 848 PUSH &

B35571C4|] . oA 848 PUSH &

BIEEFICE|] . &R 848 FUSH &

B3EEFICE|] . 8B40 FC MOU ECH,DWORD PTR S5:[CEEBP-41

BIEEFICE|] . B2 81 MO DL, 1

BEEEFICO|Y . Al E@23EEEAS | MOU ERX,DWORD PTR DS:[25E9GEG]

E2EE7I02|) « ES BS3DFEBFF | CALL WEBCLI™1.8358AFSC

B3E557107|] « ES_2402F9FF | CALL WEBCLI™1.834F4480

B355710C| > 33C8 DR ERX, EHX

B3EEFI0E|l - SA FOF EDX w
[Sh==ra ] N Y] EOP _ECH

7. Four lines above the text reference is a line of code that states

"JE SHORT WEBCLI~1.035571DC"

This command states that the program must jump to the specified address if EBX is

Zero.

This code segment executes right after receiving the response from the server when
logging in. If the server grants access to the user, the EBX register will contain the
value of zero. If the server does not grant access to the user, EBX will be a value
other than zero.

An attempt to log on with invalid credentials results in a non-zero value of EBX. In
this case, the jump will not take place and an exception will be thrown during the
next call (the line underneath the text string we searched for.)

8. To force the program to jump, regardless of the value of EBX, an attacker can
modify the code in memory such that the JE command is replaced by a JMP
command.

9. At this point, an attacker can supply an arbitrary username and leave the password
field empty. The logon will no longer fail and the attacker will have full
administrative rights in the application:

2008-09-26
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[ HF Software | TODLS = | HELP = LOBOUT
(Quality Center - Site Administration R

| Site Projects Site Userz | Site Connections | Licenses | Servers | DB Servers ||:|I|

It is unclear at the time of writing whether the attacker gains access to a valid user's
account by this process.
2.4  Dependencies

To perform the attack described, an intruder requires access to a process debugger
such as Olly Dbg, (http://www.ollydbg.de/).
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3 Recommendations

The vendor has released patches to address the issue for HP Mercury Quality Center
versions 9.0 and 9.2.

Patches for this software can be downloaded from the following website:-

www.hp.com/managementsoftware/services

Users of HP Mercury Quality Center are required to login to their service account in
order to download patches.

In order to resolve this issue, administrators need to ensure that patch number 29 is
installed for version 9.0 and patch number 15 is installed for version 9.2 of the
software.

At the time of writing, neither of these patches has been rigorously tested by MWR
InfoSecurity.
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