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Affected Software Vulnerability Type

Package Name:

Symantec’s Altiris Deployment Solution

Date:

2010-01-07

Affected Versions:

Versions prior to 6.9 SP3

CVE Reference

CVE-2009-3109

Author

L. Jennings

Severity

High

Local/Remote

Remote (requires intercepted communication from a client)

Vulnerability Class

Logic Flaw

Impact

Complete administrative control of the client

Vendor Response

The vendor has addressed the issue in a new Service Pack

Exploit Details

Included ves
Affected OS Microsoft Windows
Overview:

A vulnerability has been identified in the software agent in the client that connects to
the deployment server. It does not properly track the current authentication status of
the server to which it connects and so can be tricked into accepting commands
without verifying the authenticity of the server.

Impact:

Full administrative control over the client can be gained by an attacker able to
intercept the communication from a client directed towards the deployment server.

Cause:

The agent does not check the state of its authentication with the server when
receiving commands, meaning that a malicious server which did not use the protocol
in the intended manner could issue commands without authenticating itself to the

client.

Interim Workaround:

Use IPSec or another secure tunnel in order to strongly authenticate and encrypt the
communications between software agents and the deployment server on TCP port

402.

Solution:

It is recommended that users upgrade to the latest Service Pack.

http://www.symantec.com/business/security response/securityupdates/detail.jsp?fid=
security_advisory&pvid=security advisory&suid=20090826_00
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1 Detailed Vulnerability Description

1.1 Introduction

“Altiris Deployment Solution 6.9 software helps reduce the cost of deploying and
managing servers, desktops, notebooks, and thin clients from a centralized location
in your environment. An easy-to-use, automated deployment solution offers OS
deployment, configuration, PC “personality” migration, and software deployment
across hardware platforms and OS types, including Microsoft Windows 7 and
Windows Server 2008 R2.” — Symantec Website

1.2 Technical Background

Altiris Deployment Solution manages the clients for which it is responsible by the use
of a software agent installed on each client. This agent connects to the deployment
server on TCP port 402 (by default). A proprietary ASCII based protocol is then used
to update the server with status information about the client and for the client to
receive commands from the server.

In order to facilitate secure communication, it is possible to use key-based
authentication of the server and encryption of the communication channel. This is
intended to allow the software agent on each client to verify the authenticity of the
deployment server they are speaking to, and to protect the confidentiality and
integrity of the communications.

An example of this authentication and encryption mechanism in action can be seen
by viewing the packet dump below. The red traffic is the client and the blue traffic is
the server: -

robream Conkent

Reguest=authenticate
CipherText:Rw1b\]HQ[C‘NnyFRZLiNEORxaMHRJuP{FAN‘JRIAaHjD{{g\}OFANTwa{Wch{T1szjch}bHei
[sepnkx{asITen| j-~-MEMUIENZ . MywDTyAJDE_. DsFnm]y{kEZyE. JMa8ov [obpas shwiuDbam-~x. _opp~u’
LaPgafvor]AhgDu r~}gaUBvThD}V{OUSZURQMartIi{bVYEbHam_Q hrw | NIZ. wHNtSHIz. Cwl] x0T kPRrL] xAMUaP [AT
LF-~ xofiedAs@stqu1_vaPquvabpiTerxiBt\FgPIjEUKD@\LSE]_yaDSarwm@S TFh]~H

INCTPHZEMOs YR TcbDh] Nt awyu_Aapaksmdonhp. BbRUT 1T aIkg. Tke~w{ackzvgsT [CTgCFEZpNG ] k@xxNZTN |
BIRMwmeIDwFIPﬁVHiqU~euosAR UfPrLORAr . NERHET DMTyyz2C 1T g~0A  [g] 1oy TONUTShMI LS IM ] Svigl b

| TyHFWTRZT _ax Ler|VthG‘1%nGwa~fvivhc_{mwnpALAv‘.iK.wa‘XBNNCULeudeOPTTxrw}‘vronz}on]vm}
THYHUOTET M7, ~E8e. v ] NaTw2Im, kugaPwex AERvh]FFanocUEAYKZtCEVk JFT "8U [CAE| boZN FECP
.Reply=authenticate

ICipher Text=QwwcIOIEZa Nnk FsAZLyNKHRxyELUYUT{O0TOpPG]ar [ JokriJheTMm . . {wygtjRIwzBkclcghlLu.
[gpw1_3j\FwaO‘m1\wMﬁYH1J~M1QFP.}JkDE_iPcSn1q\}|kE|i[zn[WEnTthckaXchugya‘.K]es;h‘
{oBgsswvwFiHTgTwAb. . e~nQdU | TvEzy@qhKwhy cotxmi gRIEbXwoL® thuw-MIZygEpEON ImFPwEX. mIzLQTHY 1 _OPaPKPt]
I=-- | XAy pdZnE Afu\‘iK{pN‘Hd~Pa~{}@ang{E‘RFEPHanID@\N@SX_ tnsbrGash Flurychan]QoDcZomy o
FrEjxsp@| It ga] | oango. oMt tu| Buschmxw[Je dxtqcﬁdY@ZFXWP{UWqSVMHa\\InE'xJUC.ySMQ]Wy_]]USRl
ervameu.qSFbtfPrMH]ArgEFNCeyD]CI}fJFdeDk@Zqﬁa_]ecGZNuTsd_hHgJM1oﬂt\i_wquFSDsaEfoxEu|
KoBoai™ x{yk | Bw-vajsNE_{mF| gTLXEe~wk {Fsmannx_J1EY ~ Svewlr@UnxmTlexroco] | {v]1fu. z. vHgohwT |
wiAOrw(r 0xTI0SE 1 ak gnibTUex Evwr JFveFwhUEZYD It gFotkahdBE] PoChok iGpz@aup—~aFhhzoDCh 2
[kFHinjmhtwonuT_1nG‘RMAbeGpCUTZvcujch\o[se~?ﬂ\YUCEGﬂ‘v1‘vud.ﬂ{drc@~v0[{znbswﬂp
Rresult=Success

.Request=Createsession

L T =
Mew—Encryption=yes

.Reply=Createsession

Fresult=Success
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1.3 Vulnerability Details

The code implementing this in the software agent does not properly track the
authentication status. Instead, a simple switch statement is used to process each
message type within the protocol when it is received. Consequently, it is possible for
a malicious deployment server which does use the protocol in the intended manner
to issue commands to the software agent without authentication. This can be
achieved by ignoring the authentication challenge and encryption request from the
client and issuing alternative commands.

1.4  Exploit Information

An excerpt of a packet dump from a malicious server coded in Python exploiting this
issue can be seen below: -

rStream Conkent

Request=sendfFiTe
FiTename="c:\mwrtestl23d. exe
Date=1207643970
wttributes=32
=ize=115712

FOrt=6666
=chedule-I0=100000008
Task-Sequence-ID=0
Task-Type=CopyFile

611 ow-Defer=5
CurrentFilecount=1
motalFilecount=1
TotalFilecCopysize=115712
ID0=5000001
.Request=authenticate

CipherText=GuzsLH_Dav "2y | STOZLyWKYCxa [IQIUP. RVK~LAXSOMZ0Z. gMnysBHIKE " Sodj{UuTwzPyu_cg. Mux
[95P]_M{]EGE | km] ChwMaxUNZoltoyT ko DE_nwpRnuay{jkalx_noHUA Sﬂ.f{TSPLE~dAu?‘a.KOEC{E‘
1ok vt ThH] gPf o] gbnFwad FTEZGGH_CEWY net xk ebhRHEb=am=zG thovi [IM~hopCIHjoBfOLi ] +
BRFLxM_KSaPI@. ¥I~|xxphgdex@tofylcsirpsasguBy] ]| PxiUuurjPx| s amogs LFey_asjefrGoTal
AYMVZAZO_XUGH ILMOZr FET < uc | 1Nt xkaaga] RMt2T T pp_fviofzd {vodw. max] | eaAPZRxVFZAT QCTEY
{MHJZXNT@}yTYRYTDAXJH}Fe\bg@thrEUDCC@MVFPFJNSAP.KB_@EiI]Cl|rBBAtbA~U@ngILCpOA\uTcmADLSJM|
[wrL kv aFwaT ha_coml cmi-@=pt A tmr—H | @r - Frkow_{ FenhPLxsdv. K{IT | "KD__CPIeDbmt BRACG W] |
vr_akal | v1fn|zovkpogt T | Nagkmsraf. Hy]sUsoL | nl | gagrel IChGR] FypwawUEYY
[MEtwSShzTghPAZANP. . “TWADED

.Reply=sendrFile

=chedule-I0=100000008

Task-Sequence-Ib=0

Rezult=suUccess

Status-Code=0

=tatus-Module=a-Tient

.Request=LiveEvent

Event=Exacutsa

As illustrated above, a malicious server could use functionality within the protocol to
initiate a file transfer request. In this case this was used to transfer a Metasploit
Meterpreter [1] executable to the client system named “mwrtest1234.exe”. It can be
seen that this was successful due to the successful reply to the “SendFile” request
later in the packet dump.

In the full exploit, a command was then issued to execute this newly transferred file
in order to get a reverse connect shell. The software agent runs with SYSTEM level
privileges and so full control of the client was obtained.
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1.5  Threat Scenarios

This vulnerability presents two main threat scenarios, which will be briefly discussed
below.

1.5.1 External Attacks — Mobile Devices

This vulnerability could lead to mobile devices being compromised by external
attackers when they are connected to hostile networks, such as public wifi hotspots.
This is because as soon as a network connection is made the software agent installed
on a client will attempt to communicate with the deployment server. Techniques
such as ARP spoofing can be used to intercept these communications and exploit the
issue. The risk is exacerbated by the fact that Altiris Deployment Solution supports
the use of multicast for locating deployment solutions, which could enable an
attacker to exploit this issue without performing traffic redirection attacks, they could
even be located on a different network segment to the client machine.

1.5.2 Internal Attacks — Intercepting Internal Communications

If an attacker controls a device on an internal network on which Altiris Deployment
Solution is being utilised and they can intercept the communications between a
client and the server then they could exploit this issue. However, problems could be
introduced by the fact that the TCP connection will probably already be established,
authenticated and encrypted, meaning injection of commands into the stream would
not be possible. In this case, a reconnect would be required.

In 2004 it was noted in [2] that Altiris did not provide server authentication and these
types of attacks were outlined at that time. The author also noted that it would be
necessary to wait for a reboot in order to exploit this issue against a client which was
already connected using an encrypted connection. However, due to the fact that the
client auto-reconnects when the connection has been terminated it is possible to
exploit this issue by forcefully terminating the connection. This is trivial using tools
such as ettercap [3] and tcpkill [4]; however, this would also require active
communication in order to learn the TCP sequence numbers associated with the
connection. Communication between the client and server in this case is very
infrequent.

A Scapy extension was developed and tested by MWR InfoSecurity which forced
communication by brute forcing the TCP source port associated with the connection.
This results in an ACK packet being returned by the server which can then be used to
learn the sequence numbers and forcefully terminate the connection. The following
diagrams demonstrate this process.
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When the connection is re-established the traffic interception technique used to force
the reconnection can then be used to exploit the client before authentication or
encryption has occurred.

1.6  Dependencies

An attacker would need to intercept the communications on TCP port 402 for a
client in order to exploit these issues.
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2 Recommendations

It is recommended that users should upgrade to the latest Service Pack [5] and
ensure that the new software agent is installed on all clients. For a higher level of
security assurance, utilise a well scrutinised secure tunnelling mechanism, such as
IPSec, SSH or SSL to tunnel the data between clients and the deployment server.

3 Further Information

For further information on the wider security implications of deployment solutions
and Symantec’s Altiris Deployment Solution in particular, please refer to the slides
from the author’s DeepSec 09 presentation at the following location: -

http://labs.mwrinfosecurity.com/files/Publications/mwri_deepsec09 weapons-of-
mass-pwnage 2009-11-20.pdf
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