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Affected Software Vulnerability Type 

Package Name: Symantec’s Altiris Deployment Solution 

Date: 2010-01-07  

Affected Versions: Versions prior to 6.9 SP3 

 

CVE Reference CVE-2009-3109 
Author L. Jennings 
Severity High 
Local/Remote Remote (requires intercepted communication from a client) 
Vulnerability Class Logic Flaw 
Impact Complete administrative control of the client 
Vendor Response The vendor has addressed the issue in a new Service Pack 
Exploit Details 
Included 

Yes 

Affected OS Microsoft Windows 
 
 
Overview: 

A vulnerability has been identified in the software agent in the client that connects to 
the deployment server. It does not properly track the current authentication status of 
the server to which it connects and so can be tricked into accepting commands 
without verifying the authenticity of the server. 
 
Impact: 

Full administrative control over the client can be gained by an attacker able to 
intercept the communication from a client directed towards the deployment server. 
 
Cause: 

The agent does not check the state of its authentication with the server when 
receiving commands, meaning that a malicious server which did not use the protocol 
in the intended manner could issue commands without authenticating itself to the 
client. 
 
Interim Workaround: 

Use IPSec or another secure tunnel in order to strongly authenticate and encrypt the 
communications between software agents and the deployment server on TCP port 
402. 
 
Solution: 

It is recommended that users upgrade to the latest Service Pack. 
 
http://www.symantec.com/business/security_response/securityupdates/detail.jsp?fid=
security_advisory&pvid=security_advisory&suid=20090826_00 
 

http://www.symantec.com/business/security_response/securityupdates/detail.jsp?fid


 Detailed Vulnerability Description  

2010-01-07  Page 4 of 11 
© MWR InfoSecurity  Security Advisory 

1 Detailed Vulnerability Description 

1.1 Introduction 

“Altiris Deployment Solution 6.9 software helps reduce the cost of deploying and 
managing servers, desktops, notebooks, and thin clients from a centralized location 
in your environment. An easy-to-use, automated deployment solution offers OS 
deployment, configuration, PC “personality” migration, and software deployment 
across hardware platforms and OS types, including Microsoft Windows 7 and 
Windows Server 2008 R2.” – Symantec Website 
 
 
1.2 Technical Background 

Altiris Deployment Solution manages the clients for which it is responsible by the use 
of a software agent installed on each client. This agent connects to the deployment 
server on TCP port 402 (by default). A proprietary ASCII based protocol is then used 
to update the server with status information about the client and for the client to 
receive commands from the server. 
 
In order to facilitate secure communication, it is possible to use key-based 
authentication of the server and encryption of the communication channel. This is 
intended to allow the software agent on each client to verify the authenticity of the 
deployment server they are speaking to, and to protect the confidentiality and 
integrity of the communications. 
 
An example of this authentication and encryption mechanism in action can be seen 
by viewing the packet dump below. The red traffic is the client and the blue traffic is 
the server: - 
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1.3 Vulnerability Details 

The code implementing this in the software agent does not properly track the 
authentication status. Instead, a simple switch statement is used to process each 
message type within the protocol when it is received. Consequently, it is possible for 
a malicious deployment server which does use the protocol in the intended manner 
to issue commands to the software agent without authentication. This can be 
achieved by ignoring the authentication challenge and encryption request from the 
client and issuing alternative commands. 
 
1.4 Exploit Information 

An excerpt of a packet dump from a malicious server coded in Python exploiting this 
issue can be seen below: - 
 

 
 
As illustrated above, a malicious server could use functionality within the protocol to 
initiate a file transfer request. In this case this was used to transfer a Metasploit 
Meterpreter [1] executable to the client system named “mwrtest1234.exe”. It can be 
seen that this was successful due to the successful reply to the “SendFile” request 
later in the packet dump.  
 
In the full exploit, a command was then issued to execute this newly transferred file 
in order to get a reverse connect shell. The software agent runs with SYSTEM level 
privileges and so full control of the client was obtained. 
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1.5 Threat Scenarios 

This vulnerability presents two main threat scenarios, which will be briefly discussed 
below. 
 
1.5.1 External Attacks – Mobile Devices 

This vulnerability could lead to mobile devices being compromised by external 
attackers when they are connected to hostile networks, such as public wifi hotspots. 
This is because as soon as a network connection is made the software agent installed 
on a client will attempt to communicate with the deployment server. Techniques 
such as ARP spoofing can be used to intercept these communications and exploit the 
issue. The risk is exacerbated by the fact that Altiris Deployment Solution supports 
the use of multicast for locating deployment solutions, which could enable an 
attacker to exploit this issue without performing traffic redirection attacks, they could 
even be located on a different network segment to the client machine. 
 
1.5.2 Internal Attacks – Intercepting Internal Communications  

If an attacker controls a device on an internal network on which Altiris Deployment 
Solution is being utilised and they can intercept the communications between a 
client and the server then they could exploit this issue. However, problems could be 
introduced by the fact that the TCP connection will probably already be established, 
authenticated and encrypted, meaning injection of commands into the stream would  
not be possible. In this case, a reconnect would be required.  
 
In 2004 it was noted in [2] that Altiris did not provide server authentication and these 
types of attacks were outlined at that time. The author also noted that it would be 
necessary to wait for a reboot in order to exploit this issue against a client which was 
already connected using an encrypted connection. However, due to the fact that the 
client auto-reconnects when the connection has been terminated it is possible to 
exploit this issue by forcefully terminating the connection. This is trivial using tools 
such as ettercap [3] and tcpkill [4]; however, this would also require active 
communication in order to learn the TCP sequence numbers associated with the 
connection. Communication between the client and server in this case is very 
infrequent.  
 
A Scapy extension was developed and tested by MWR InfoSecurity which forced 
communication by brute forcing the TCP source port associated with the connection. 
This results in an ACK packet being returned by the server which can then be used to 
learn the sequence numbers and forcefully terminate the connection. The following 
diagrams demonstrate this process. 
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When the connection is re-established the traffic interception technique used to force 
the reconnection can then be used to exploit the client before authentication or 
encryption has occurred. 

 
1.6 Dependencies 

An attacker would need to intercept the communications on TCP port 402 for a 
client in order to exploit these issues. 
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2 Recommendations 

It is recommended that users should upgrade to the latest Service Pack [5] and 
ensure that the new software agent is installed on all clients. For a higher level of 
security assurance, utilise a well scrutinised secure tunnelling mechanism, such as 
IPSec, SSH or SSL to tunnel the data between clients and the deployment server. 
 
 
3 Further Information 

For further information on the wider security implications of deployment solutions 
and Symantec’s Altiris Deployment Solution in particular, please refer to the slides 
from the author’s DeepSec ’09 presentation at the following location: - 
 
http://labs.mwrinfosecurity.com/files/Publications/mwri_deepsec09_weapons-of-
mass-pwnage_2009-11-20.pdf 
 
 

http://labs.mwrinfosecurity.com/files/Publications/mwri_deepsec09_weapons-of
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